


CyberLock is a revolutionary electronic key-centric locking system 
designed to track and control access. 

Step 1 
Replace existing mechanical cylinders with CyberLock cylinders. 
Each CyberLock is an electronic version of a standard mechanical 
lock cylinder. Installation is as simple as removing the original 
cylinder and replacing it with a CyberLock cylinder. Installation 
requires no wiring nor batteries, making installation quick and easy.

Step 2
Assign a CyberKey to a user.  Keys are programmed with access privileges 
for each user.  A standard key holds a list of locks the user may open, 
with a schedule of days and times when access is allowed. For instance, 
the key can be programmed to allow access from 8 a.m. to 6 p.m. on 
weekdays and 10 a.m. to 4 p.m. on Saturdays. It can also be programmed 
XS�I\TMVI�SR�E�WTIGM½G�HEXI�EX�E�WTIGM½G�XMQI�JSV�MRGVIEWIH�WIGYVMX]�

Step 3
Access locks.  When a CyberKey meets a CyberLock, the cylinder 
is energized and an information exchange occurs to determine if the key 
LEW�EGGIWW�XS�XLEX�WTIGM½G�G]PMRHIV���8LI�IZIRX�ERH�XMQI�MW�WXSVIH�MR�FSXL�
the lock and key. Lock cylinders and keys also record when an unauthorized 
attempt to open a lock occured. 

Step 4
Download audit trails and update keys via Communicator devices. 
Expiring keys regularly ensures users frequently update their 
keys. When validating keys, the system downloads the audit trail 
and uploads new access privileges to the key. An expired key will 
not work until it is updated.

Step 5
View audit trail. 8LI�']FIV0SGO�W]WXIQ�MW�QEREKIH�GIRXVEPP]�
through CyberAudit software. Customized audit reports and automatic 
RSXM½GEXMSRW�SR�WYWTMGMSYW�EGXMZMXMIW�GER�FI�EYXSQEXMGEPP]�KIRIVEXIH�ZME�IQEMP���

CyberLock® How It Works – A Simple Step-by-Step Process



CyberLock is an innovative lock system that 
seamlessly converts existing mechanical locks into 
a full-featured access control system consisting of:

 • CyberLock cylinders
 • CyberKey smart keys
 • Communication devices
 • CyberAudit management software

CyberLock Electromechanical Cylinders – High security 
electronic lock cylinders provide beyond-the-door capabilities.

Design
Over 280 electromechanical cylinders have been designed 
for doors, cabinets, padlocks, containers, equipment, safes, and more.

 • ']PMRHIVW�VIXVS½X�MRXS�I\MWXMRK�QIGLERMGEP�LEVH[EVI�
 • No wiring or battery required at the lock.
 • Controlled access with audit trails provided even during power outages.
 •� 8LI�QSWX�VIGIRX������EGGIWW�IZIRXW�EVI�WEZIH�XS�G]PMRHIV�QIQSV]�

Security
Unlike mechanical pin-based locks, CyberLock cylinders have a unique 
design that negates standard lock picking tools.

 • Encrypted access codes bind cylinder to one system.
 • Unchangeable unique ID within each cylinder cannot be duplicated.
 • Multiple high-security options are available.

CyberKey Programmable Smart Keys – Electronic keys store 
individual key holder access permissions.

Design
)J½GMIRXP]�TEGOEKIH�MR�LMKLP]�HYVEFPI�½FIVKPEWW�VIMRJSVGIH�GEWIW�

 • Power from key energizes cylinders.
 • Rechargeable or replaceable battery options are available.
 • Saves thousands of access events to key memory.

Security
Administrators may set expirations to minimize risk due to lost or stolen keys.

 • Keys contain encrypted access codes that bind key to one system.
 • Scheduling capabilities can range from master key operation to one time use.
 • Keys cannot be duplicated.

CyberLock®



  Software Features Pro Enterprise

  (IXEMPIH�%YHMX�8VEMP�  • •

  Schedule Keys   • •

  Expire Keys   • •

  2, 3, or 4 key access • •

  Delayed Access • •

  )QEMP�2SXM½GEXMSR • •

  Grouping Access Permissions •

  Hierarchy of Administrators •

  Remote communications via PDA •

  1YPXMTPI�8MQI�>SRI�1EREKIQIRX •

  3rd Party Software Integration •

Communicators – Serve as the interface between CyberLock hardware 
and CyberAudit management software. Communication devices 
download the audit trail from the key and simultaneously update 
it with new schedules, permissions, and system information.

Options
Having a variety of communicator options available allows organizations 
to create the right balance between convenience and security.

 •  IR Encoders and USB Stations connect directly to an available USB port.
 • WebStations and CyberKey Authorizers connect over a network 
  from remote locations without a computer.
 • CyberKey Vaults store unprogrammed keys until programmed 
      and released to an authorized user.
 • 7QEVXTLSRIW�IREFPI�VIQSXI�IQTPS]IIW�XS�YTHEXI�OI]W�MR�XLI�½IPH�

CyberAudit Software ¯�8LI�MRHYWXV] Ẃ�PSRKIWX�VYRRMRK�OI]�GIRXVMG�WSJX[EVI�
suite offers feature-rich access control management solutions for installations of any size.

 • Professional is the software of choice for small- to medium-sized deployments   
  that require key control, reporting, and additional communicator options; 
  ideal for installations in the 500 lock and 500 key range.

 • Enterprise is a full-featured system that supports large and/or geographically   
� � [MHIWTVIEH�MRWXEPPEXMSRW��TVS½GMIRXP]�QEREKIW�YT�XS��������PSGOW�ERH��������OI]W�



8LI�*PI\�7]WXIQ�IRLERGIW�XLI�']FIV0SGO�TVSHYGX�PMRI�F]�EHHMRK�XLI�GETEFMPMX]�XS�GSRXVSP�
a variety of access control and security elements using both Flex System modules as well 
as third party access devices:

         Open a door           Activate a light          Sound an alarm       Activate a camera

How does Flex work?
8LI�*PI\�7]WXIQ�MW�GSQTVMWIH�SJ�E�ZEVMIX]�SJ�QSHYPIW�XLEX�GER�FI�QM\IH�ERH�QEXGLIH�
XS�GVIEXI�E�GYWXSQ�EGGIWW�GSRXVSP�W]WXIQ��8LI�QSHYPIW�EVI�TPYKKIH�MRXS�E�,YF�[LMGL�
is directly connected to CyberAudit management software.

8LI�*PI\�7]WXIQ�,YF
8LI�*PI\�7]WXIQ�,YF�GSRRIGXW�[MXL�']FIV%YHMX�WSJX[EVI�ERH�
provides power to the Flex System modules. Embedded memory in 
the Hub stores access permissions and saves audit trail information, 
enabling continuous operation even when a network connection to 
the software is interrupted. Moreover, power outages can be mitigated 
by connecting a back up battery or auxiliary power source directly to the Hub.

8LI�*PI\�7]WXIQ�1SHYPIW
8LIVI�EVI�E�ZEVMIX]�SJ�*PI\�
System modules available 
for a customized access 
control system:

  •  Input modules such as RFID readers and Keypad Displays can be used 
     individually or combined for dual-credential door access.  
  •��;IEXLIV�VIWMWXERX�OI]�ZEYPX�QSHYPIW�GER�FI�MRWXEPPIH�MR�XLI�½IPH�XS�WIGYVIP]�
     store CyberKeys for convenient remote employee access.
  •��8LI�QYPXM�JYRGXMSR�/I]TSVX�QSHYPI�WMQYPXERISYWP]�EGXMZEXIW�IPIGXVMG�HSSV
     strikes and updates CyberKeys.  

8LI�*PI\�7]WXIQ�(SSV�
�-�3�1SHYPI
8LI�(SSV�
�-�3�QSHYPI�I\TERHW�XLI�GETEFMPMXMIW�SJ�XLI�*PI\�
System even further. As a door controller, it provides power to 
an electric door strike and unlocks it when an approved key card 
is presented. It has additional inputs and outputs that can control relay 
devices such as alarms, speakers, cameras, or sensors. Finally, it can connect 
to compatible third party Wiegand devices such as HID readers and biometric scanners.  

CyberLock® Flex System



,QFUHDVLQJ�6HUYLFH��(IÀFLHQF\��DQG�4XDOLW\
2I[�>IEPERH�4SWX�YWIW�WYFGSRXVEGXSVW�XS�GSPPIGX�QEMP�JVSQ������WXVIIX�
receiver boxes throughout the country. Collections are to be done on 
E�WIX�HEMP]�WGLIHYPI��FYX�2I[�>IEPERH�4SWX�LEH�RS�[E]�XS�HIXIVQMRI�MJ�
and when the mail was being collected. In addition, any lost key required 
that all locks in that series of street boxes had to be replaced, at great 
expense. CyberLock was chosen as a cost-effective way to provide 
the accountability and key control they needed.

“The CyberLock system has greatly enhanced the security of our customer mail 
and allows us to manage subcontractor service performance.”  Ian Bekhuis

3URWHFWLQJ�&ULWLFDO�,QIUDVWUXFWXUHV�
Water treatment facilities have diverse access control requirements 
XLEX�MRGPYHI�QEMR�IRXVERGIW��WXSVEKI�EVIEW��SJ½GI�HSSVW��KEXIW��GSQTYXIV�
GEFMRIXW��ERH�VIWXVMGXIH�GLIQMGEP�EVIEW��8S�QIIX�)4%�[EXIV�WIGYVMX]�
guidelines and increase facility security, Collier County Water Department 
selected CyberLock for its versatility, increased security features, and ease 
of installation.

“With CyberLock, we can provide substantial proof to the Health Department 
and EPA that we are diligent in our efforts to secure our facilities and keep 
the public water supply safe.”  James Price

$FFRXQWLQJ�IRU�WKH�&DVK
8LI�XVERWMX�EYXLSVMX]�MR�XLI�KVIEXIV�'PIZIPERH�EVIE�LEH�E�TVSFPIQ�[MXL�
misplaced keys to the fare boxes on their buses. A review of the collection 
VITSVXW�MRHMGEXIH�XLEX�E�WMKRM½GERX�EQSYRX�SJ�QSRI]�[EW�RSX�QEOMRK�MX�XS�
the bank. Although there was no way to detect if these missing keys were 
being used to raid the fare boxes, their absence provided a wide hole in 
PSWW�TVIZIRXMSR�IJJSVXW��8LI�']FIV0SGO�W]WXIQ�[EW�WIPIGXIH�FIGEYWI�MX�
addressed their primary concerns of key control. 

“The bottom line is that the collected revenue ratio has increased 
and employee productivity has improved.”  Scott Medlong
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